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AMENDMENTS TO THE CLAIMS; 

This listing of claims will replace all prior ve^o^ wti listings, of claims in the 

application: 

LISTING OF CLAIMS: 
Claims 1 to 3, (Canceled) 

4. (Previously Presented) A method for gener^tin^ pt^ndizjng, and certifying an 
asymmetrical cryptokcy in accordance with one of aft option performed at a central, secure 
location corresponding to a trust center and an operation performed #a user location in 
cooperation with the trust center using a secure transmis$itnt between atiser and the trust 
center, the method comprising the steps of: 

causing the trust center to provide the user with fcj^vio^sly generated, personalized, 
and certified signature key pair, and with component for producing at least one encryption 
key pair, 

producing by the user the at least one encryption &PY pair including a public part and a 
secret part; 

marking the public part of the at least one encryption kiey pair using an assigned secret 
part of the previously generated signature key pair; 

after marking the public part of the' at least one e^y pftion key pair, transmitting the at 
least one encryption key pair to the trust center; 

unequivocally assigning the at least one encryption key pqir to tfie user; 

causing the trust center to check the unequivocal ajwigpment of the at least one 
encryption key pair by using a public part of the previously generated signature key pair; 

after the check of the unequivocal assignment is performed successfully, causing the 
trust center to produce a new certificate by using at least one of the public part of the 
previously generated signature key pair and the public part of the at least one encryption key 
pair; 

encrypting the new certificate using the public paft of fhe at least one encryption key 
pair; and 

causing the trust center to transmit the. encrypted 'ti&w perttficate to the user. 

5. (Previously Presented) The method according to chtfjp 4, wherein; 

the step of causing the trust center to provide the user with 
components for producing at least one encryption; key pw includes the step of 
providing the user with components for producing m least one additional signature 
key pair, 

the step of producing the at least one Wicryption key pair includes the step 
of producing the at least one additional signature key pair, and 
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the user marks a public part of the at lik&t rote fictional signature key pair 
using the secret part of the previously generated signature key pair. 

6. (Previously Presented) The method according to claim 5j. further comprising the steps of: 

in each bilateral communication occurring between a user desiring no communication 
with the trust center and another user, marking and making available to the other user one of 
the public part of the at least one encryption key pairiand thi. public part of the at least one 
additional signature key pair by using the secret part 6f the previously generated signature 
key pair, and 

checking a correctness of an assignment regarding one of the public pari of the at least 
one encryption key pair and the public part of the $t least one additional signature key pair by 
performing the steps of: 

verifying a signature, and 

checking a genuineness and a validity of tfie>ew certificate in the trust 

center. 

7. (Previously Presented) A method for generating, p^iittlipig, *wd certifying an 
asymmetrical cryptokey in accordance with one of an operetta performed at a central, secure 
location corresponding to a trust center and an oper^on performed at a user location in 
cooperation with the trust center using a secure transflaiasiop between a user and the trust 
center, the method comprising the steps of r 

causing the trust center to provide the user wiith a previously generated, personalized, 
and certified signature key pair, and with components for producing at least one encryption 
key pair, 

producing by the user the at least one encryption key pair including a public part and a 
secret part; 

marking the public part of the ar least one encryption fcey pair using an assigned secret 
part of the previously generated signature key pain 

after marking the public part of the at least otfe eqcrVptton key pair, transmitting the at 
least one encryption key pair to the trust center, 

unequivocally assigning the at least one encryption key pair to the user; 

causing The trust center to check the unfiquiyoc?l^ug^>ment of the at least one 
encryption key pair by using a public part of the previously [generated signature key pair; 

after the check of the unequivocal assignment is performed successfully, causing the 
trust center to generate a new certificate by using one of: 0 jhe public? part of the previously 
generated signature key pair and the public part of otfeQst-one encryption key pair, and ti) 
the public part of the at least one encryption key pair; 

encrypting the new certificate, using the public part bf the at least one encryption key 

pair; 
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causing the trust center to transmit the encrypted new certificate to the user; 

in each bilateral communication occurring between abuser desiring no communication 
with the trust center and another user, marking and naming available to the other user the 
public part of the at least one encryption key pair by usirig the secret part of the previously 
generated signature key pair; and 

checking a correctness of an assignment regarding the public part of the at least one 
encryption key pair by performing the steps of: 
verifying a signature, and 

checking a genuineness and a validity of the new certificate in the trust 

center. 

8. (Previously Presented) The method of claim 4 whereat! the secret part of the encryption key 
pair is not revealed by the user* 

9. (Previously Presented) The method of claim 7 whereto the secret part of the encryption key 
pair is not revealed by the user. 
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